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FAR 52.204-21 - Basic Safeguarding of
Covered Contractor Information Systems

FAR EAST

FAR 52.204-21 — Basic Safeguarding of Covered Contractor Information Systems (FH&EEDEHR I R
T LDOEFRKIRGEIEE)

- REQUIRES CONTRACTORS TO IMPLEMENT 15 SECURITY CONTROLS TO COVERED CONTRACTOR
INFORMATION SYSTEMS (RRHNEEBEINIFDEREEDERIVATALIZCHT H15ORELRELZETISIEZVE
E93)

+ Covered Contractor Information Systems — means an information system that is owned or operated by a
contractor that processes, stores, or transmits Federal contract information. (GHREZFEDIFHR AT L -

$EPHHT 2B ORNIHT SHBEME, RESLURET SHBORT L)

* Federal Contract Information — means information, not intended for public release, that is provided by or
generated for the Government under a contract to develop or deliver a product or service to the Government,
but not including information provided by the Government to the public (i.e., public web sites) or simple
transactional information, such as necessary to process payments. (E & DZHICEHT H1F5H - Z2HEE=E
T955ICENGREINE-VERICESN., RBADHBIZAHOEROENVER, XDV THA +E
DEN—HRIZAKAL TLBSIERZERC)
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FAR 52.204-21 - Basic Safeguarding of
Covered Contractor Information Systems

- Imposes “basic” requirements — Minimum acceptable standards ( [EA&H ] EREZFET - HFEEE
)

- Applies to all contracts, except COTS items, including contracts under the Simplified Acquisition

Threshold (2 TOEMIHEHAIND, MIRSNA TSR BMITEZL LELY)

- Effective June 15, 2016 — A changing area of the law (201656 158 /&1T)
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The FAR 52.204-21 15 Security Controls
Explained in Plain English

FAR EAST

#1 Limit information system access to authorized users, processes acting on behalf of authorized users, or devices
(including other information systems). ({FERATLT7 IV LR ZRBA SN AICBRE. TORBABTIVEBRUVTNA R %
fEE) People that are not supposed to access your system should be prevented from doing so, allowing only access to authorized
individuals with a business need. As a result, this control requires that you have formal processes in place to authorize and
document access to your systems and that the access is controlled via an authentication mechanism (i.e. passwords). ( {+=%= £ <
ATLIZTVERTERBEDBEBVADT IV ERATELGVWESICT S, TV CADEFA., PATLANDT Y CADRE. £1=/\Y
T— FEDOREEETT IVt AEEI DI ERGFIEZHEILT ILENH D)

#2 Limit information system access to the types of transactions and functions that authorized users are permitted to
execute. (BRI ADITAZMEBOHEZRET H) This control deals with enforcing the concept of “separation of duties”.
User’s should only be able to access systems and information required for them to complete their assigned tasks. This can be
accomplished with role based access controls. (BN EDMETICLHEE, 1 —H—([FEVEToNEELTODICKLEL
AT LOERIZOAT VL ADERE, A—ILR— T & ZAHlfH)

#3 Verify and control/limit connections to and use of external information systems. (S#{EHR AT LANDEHREHERLE
¥ - FIPR9 %) This control deals with limiting employee use of non-corporate controlled systems such as personal devices,
personal cloud storage, or computers at a hotel because you can not verify the security state of those systems and do not have
control over the data stored on them. You should not allow contract information on systems you do not control. (fEAFTE®D T /\
AR TR, RTILOPCEDEHMTEELTWVEWS R TLOERAZHIRT 5, CNOoDVRATLDEF2) T4 —RKREMN
HRRARELLE, TASICRESNE-T—IOEENTELL, BETELVWIDRATLIZEYNICET H2EHRZEZANLGLY)
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The FAR 52.204-21 15 Security Controls
Explained in Plain English

FAR EAST

#4 Control information posted or processed on publicly accessible information systems. (&M 57 Y A AIREZ B S
AT L TONREBHBEHIFHRDOEE) This control is pretty straight forward, federal contract information that has not been released to
the public by the government should not be stored in any location accessible by the general public. This includes your website,
social media, or any other public medium. Policies should be in place to prevent federal contract information from being posted
publicly. (EAARL TLWEWVWRZYMICET HBERMINBOST I LA TELEMRELLEL, EFEOVZTHA . V—2v
IWAT AT, TOMAREREZET, ELOZYICEAT HIERIRXICLESLEVEK I ITHERIDE, )

#5 Identify information system users, processes acting on behalf of users, or devices. (A TLDI—F—, KREA
2k BB, BRUT/INA AZFERT ) In short, accounts used on your systems should be traceable to the person using them. So
an account used by John Doe should be named jdoe or John.Doe not Surfer1985. This is especially important if you need to trace
back an event to a user when examining audit logs. In some cases shared or service accounts with a non identifying name such
as “backupservice” may be necessary, these should be well documented and controlled. (L —%—MW Y AT A THEREREZHEET
25&5129 %, HlAIX, John Doed& LN ADMES 7 H D > L%&(XSurfer1985T 7% < jdoet>John.DoeD L 5129 5, 1 —H—
BOBERZHRTIBICEREIZLGS, A ——2BELLEVWTAYY FHARELGZEIE, RBRICKLEET D)

#6 Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to
organizational information systems. (EHODEHRIATLIZ7 VX ZRBOHHAMREHELE L TaA—F—, LBFERUT /NS
A Z=HEFE LEEA9 B) This control seeks to ensure that the subject accessing your system is actually who they claim to be. For
example, there may be an account named jdoe but if the password is “1234” then there is no guarantee that John Doe has actually
logged in. This is best accomplished by having robust account provisioning and password reset procedures as well as a strong
password policy. Two factor authentication (not required for FAR 52.204-21 as of the writing of this guide) is also an excellent way
of accomplishing this. (77 R EKRHIEBNEATHAIEZHERETHSDHEM, HIAEE. jdoebWSA1—HF—£ZDT7HV 2k
DINZAT— RFH¥123412& LTz 6. AHEITJohn DoehA T 4 ¥ LIZREEIEAE LY, 8BWNT AV FENRRT—FEEDOFIERUEL
INAT—FEHZHRITEIETHRLZA S, —EREFZREITFICHRNTH D)
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Security Controls Explained in Plain
English (Continued)

FAR EAST

#7 Sanitize or destroy information system media containing Federal Contract Information before disposal or
release for reuse. (ENRMICEHTHEMERTFLEBR AT LEMRKIE, BWEL LI IBERT SAICESREE
9°5%) This is another straight forward one, before disposing or releasing media from your control it should be
sanitized or destroyed so that it is not recoverable by unauthorized persons. Media includes non-digital (paper,
notebooks) and digital (i.e. thumb drives, hard disks, tape drives). Note: NIST SP 800-88 (Rev-1) provides
specific guidelines for sanitizing or destroying information system media containing “federal contract
information” before disposal or release for reuse. See SP 800-88, Appendix G sample CERTIFICATE OF
SANITIZATION (or go to http://csrc.nist.gov/publications). (BE{AZEZEL =Y FMIEIZ. FERI SN TV
ALY T2 BIASNGEWVESICEEEET S, ETOFNET O IVERKIZESE, ERVz THA MIH
oY)

#8 Limit physical access to organizational information systems, equipment, and the respective operating
environments to authorized individuals. (S DEHRI A TL, BBREVEFNEFNORERIEADT IV X E5EWA
= ANIZHERIZFIFE T %) Physical access to designated areas should be restricted (i.e. locked doors, locked
cabinets) to authorized persons and the authorized persons should be identifiable (i.e. ID Card/badge) and
documented. (FRRISNI-AICKDIEEIUTAOYMEBNT IV X ZHIBT 5, BAZTOEOFYERY MR E,
IDA— FEFETRASNEAZHERTESLHELDI1ZT D)

#9 Escort visitors and monitor visitor activity; maintain audit logs of physical access; and control and
manage physical access devices. (RhEF (T T RXa—FLITHZERT 5. WENT I/ EXAORT T, 79t
ARADT/INA A%EEET B) Visitors should be escorted in sensitive areas where federal contract information is
stored, a visitor sign in and exit sheet should be maintained. Proximity cards or other keys should be managed and
updated to reflect changes in personnel access. (KiFEMNEEDZMIZET HEBNRE SN TLDIGEMICIIE A
SARIEIIRa—FL, OV ZFEAT D, TIERTHIADELNIERT— b A— KO ZOMOBEET VY ITT— T
%)
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Security Controls Explained in Plain
English (Continued)

FAR EAST

#10 Monitor, control, and protect organizational communications (i.e., information transmitted or received by
organizational information systems) at the external boundaries and key internal boundaries of the
information systems. (E{EDEE. EERURE) This one is a bit wordy and seems complicated but it is
essentially talking about maintaining firewalls and intrusion detection systems between your internal networks and the
internet. You need to establish what the boundary of your information system is to properly implement this control.
(REBRY FT—=DEA =2V FEID T 7A V=04 —LOBRABRMI AT LZHEFT 5. ChoZ@EYIER
TH5EHIC. FBRVATLOBEENE GO EEDIVENH D, )

#11 Implement subnetworks for publicly accessible system components that are physically or logically
separated from internal networks. (Y28 - SREBIICHE R Y O SREESNA-NEBIL ST I EATEL AT LD
ViR— Y FADY TRy FO—9 Z#EAT S) This control mandates that you implement what is known as a DMZ
(Demilitarized Zone) to prevent traffic from the internet from reaching your internal network. Public facing systems
should be placed in the DMZ and separated from your internal network either physically or via a firewall. (DMZ & I (&
NeERrYy FI—UBBEZRAVTA 2=y DL RFRY FT—IUANDRAZHC ABICRHASNOXT LA
[IDMZICEE T 7 A 774 —ILETRHRERY FT—0 LIRET DRENH D)

#12 Identify, report, and correct information and information system flaws in a timely manner. (2 {1 A1) —I[Z

FRCER AT LOMEEZMHE. BERUVRIET D)

This control requires that you patch vulnerabilities on your systems in accordance with your configuration
management policies and procedures. Patching vulnerabilities should be done relatively quickly to avoid an attacker
exploiting them. (VR TLDEREBASICHL., DX TLDMEBREZNNVFITIENNE, SVATLANDHEZ
B CT-OHBT O Ny FEITOILENH D)
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Security Controls Explained in Plain
English (Continued)

FAR EAST

#13 Provide protection from malicious code at appropriate locations within organizational information
systems. (BEDHSI— FHLFE5EHITFTHR AT LRDEY LB TR 5) This control requires that
you maintain anti malware software on your systems. The phrase “appropriate locations” gives you an out if you can
not install anti malware on systems such as servers due to technical constraints. (YLD T 7xEY 7 b E AT LA
[CANTHDENH D, VATLLEIZTIILDZTREY 7 FEANONEWNMEE (XY —/\—1L)

#14 Update malicious code protection mechanisms when new releases are available. (BE®D &% 5 12— FOR5{H
BEEXEH S I=-5F7 v FT5— 3 %) This means that you need to configure your anti malware software to update
its anti-virus signatures so that it can detected the latest malware. (V4 LA KL T2 F v &7 v IT7—hr9 5 &
INCTILDITRHEREY I LEREL. RFDTILDVITEZRAMTESLSLDICT D)

#15 Perform periodic scans of the information system and real-time scans of files from external sources as
files are downloaded, opened, or executed. ({FHR A TLIEEHMIZRAFv L, NBY—ZRADBSDT 7L ILE
Aoo—F, AL, RUEFTTEIRIZUTZILEALRAF v >F %) Your anti-malware software should be
configured to periodically scan and to scan files in real time when downloaded or executed. It should also quarantine
dangerous files and be able to disinfect your systems. (/L7 7®%EY 7 FEELHWIZZA Ty L, T7A4ILD
Ao0—RFFELEETSINSIEFIZEVTILIALRAFT Y VT EHELEIITHEELTEDBENH D, BRGET 7ML
Z1R%E LEIBRT 2FEMNTED)

UNCLASSIFIED//FOUO 8



Security Controls Explained in Plain
English (Continued)

FAR EAST

In addition to the 15 security controls required by FAR 52.204-21, Defense contractors whose information systems
process, store, or transmit “covered defense information” must also comply with Defense Federal Acquisition
Regulation Supplement (DFARS) clause 252.204-7012 — Safeguarding Covered Defense Information and Cyber
Incident Reporting. (LEF15SORTHEICMA. BELZHNEHESEET IHREHFERI OLE, RERVTEETS
BRSO R T LEFRAT 5FEEIEIDFARSDEIE252.204-7012I12 DO ITNIEHE S AELY)

“‘Covered defense information” means unclassified controlled technical information or other information, as
described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-
list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and
Government wide policies, and is— ( IARERFIEHR] SITEFTERICEIYREBREECAREENVLELSINDE
irEmE CEDMIFEHRZEKRL)

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on
behalf of DoD in support of the performance of the contract; or (E2#IEITD =2, EA RN EEFIZIZET H2HE
PER)F—F—IZRBENTLSD)

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the
performance of the contract. (R2HIBITDOAIZ. FEHICKEYINE. B, 2. #E. FAFLEKRESIATLD)

To be compliant with DFARS clause 252.204.7012, since December 31, 2017, defense contractors have been
required to implement the controls and policies that are set out in the National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-171 standards. Significantly, any defense contractor that
submits a proposal in response to a solicitation that contains DFARS 252.204-7008 certifies compliance with
the NIST SP 800-171 standards, which directly implicates the FCA. (LiEEIE(CH#ENT 54, EOZHEEIL
NISTDOSP800-171DEEITHR > TEELLZTNIEGE S, $FI2. ASLEHICDFARSHE252.204-7008 %S HA
(TAIZIZWL TIHAL T 52 EDEZHEBIINISTOSPE00-171DEEZFH-TEZTRILT H5FICH D)
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Potential Consequences of 3}
Noncompliance

+ False Claims Act

+ Suspension SLSPLVSION THE FALSE CLAIM
* Debarment

« CPARS Evaluations

WF LD SHBEDFESNIER | BATERHLE, Bk, $ib. T

**The “False Claims Act (FCA)” is the primary weapon in combating fraud against the United States
federal government. The FCA covers fraudulent claims made against any federal agency, program,
contract, or grant. (FCA-FE a5 KBTI AL EFNBAT Xt L TOERIZK L TORRKDHF, BAFHE.

TO5 54, 2L LLIEHBMEIIH L TOETOHERISEREIND)

**CPARS is the Contractor Performance Assessment Reporting System
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Disclaimer

FAR EAST

The sole purpose of this REMINDER is to ensure industry is aware that Federal Acquisition
Regulation (FAR) clause 52.204-21, Basic Safeguarding of Covered Contractor Information
Systems, applies to all contracts, except COTS items, including contracts under the Simplified
Acquisition Threshold AND that the clause includes fifteen (15) security controls that all
contractors must meet in order to work with the federal government. These 15 security controls
are designed to protect federal contract information (FCI) including controlled unclassified
information (CUI) that contractors may handle over the course of their projects/contracts.

*This Reminder is in no way intended to be interpreted as direction of any kind in complying with
FAR 52.204-21 and does not substitute for vendor(s) seeking guidance from their own
compliance professionals for advise concerning the clause and how to comply with the same.

*This Reminder should not be considered a modification to any other Government contract.

**This Reminder should not be used as an authoritative source for information concerning 48 CFR §
52.204-21. Consult the regulations for specific details and for changes on a regular basis.

This Reminder has been prepared for informational purposes only, and is not intended to
provide, and should not be relied on for, cyber-security compliance advice. You should consult
your own legal and/or cyber-security compliance advisors to determine if you are in compliance.
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